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2019 Update
At time of writing, the GDPR has been enforced for almost a year. Let’s look at which
companies were fined, and how the regulation impacted the health and safety industry.
Unsurprisingly, Google received a £44 million fine. CNIL, a French data regulator, accused the
search engine giant of “lack of transparency, inadequate information and lack of valid
consent regarding ads personalization”.
Amazon, Apple, Netflix and Spotify received blame for inappropriately responding to users’
data requests. Yet, none were fined.
In terms of health and safety, EHS pros were concerned with handling the sensitive
information involved with accident reports.
However, under the GDPR, “lawful” data processing is completely compliant. When
recording workplace accidents, employers must process data under the Social Security
(Claims and Payments) Regulations 1979, making accident reports GDPR compliant.
Despite the GDPR’s benefits, some employers mis-used the GDPR in regards to health and
safety. As a result, EHS pros were withheld necessary information due to employers’
excessive concern with the GDPR.
Hugh Robertson, head of safety and TUC, wrote in a blog post: “A lot of employers say the
GDPR restricts the supply of information. Examples include not handing over accident
report form information, or halting Safety Audits on the grounds of containing personal
data.”
He continued: “Employers refusing information, means they should not have given it out
before, or they are using the GDPR as an excuse.”
Now, a year down line we all feel more clued up about the GDPR. If you want a refresh,
read on for our complete guide to the GDPR for HSE professionals.
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An Introduction
On the 25th of May 2018, the new General Data Protection Regulation (GDPR) comes into
force in the European Union, at which time organisations not compliant could face
prosecution 1. The new legislation replaces the Data Protection Directive which, given the
0F

pace of change over the last 20 years, is widely accepted as no longer fit for purpose in a
data driven world.
The following sentence within the official documentation issued by the European Union
defines what the new legislation is looking to achieve.

“Technology has transformed both the economy and social life, and
should further facilitate the free flow of personal data within the
Union and the transfer to third countries and international
organisations, while ensuring a high level of the protection of
personal data.”
The document then goes onto mention the requirement of:

“…a strong and more coherent data protection framework in the
Union, backed by strong enforcement, given the importance of
creating the trust that will allow the digital economy to develop
across the internal market. Natural persons should have control
of their own personal data. Legal and practical certainty for
natural persons, economic operators and public authorities should
be enhanced.”
If your organisation trades with Europe, you need to comply with these new regulations.

The EU is the world’s second largest economy when all member states are combined; the
block’s economic relationship with the US alone is worth $1.1TN, so it is inevitable that the
new GDPR will affect more organisations than just those based within EU borders.
Furthermore, the UK government has already announced it will bring GDPR into UK law
following Britain's withdrawal from the European Union.

1

Regulators may levy financial sanctions of up to 4% of the annual worldwide turnover of a noncomplying organisation.
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This legislation is not just aimed at big business either. The documentation states:

“Regulation is necessary to provide legal certainty and transparency
for economic operators, including micro, small and medium-sized
enterprises, and to provide natural persons in all Member States
with the same level of legally enforceable rights and obligations and
responsibilities for controllers and processors.”
However, many organisations seemingly have not fully embraced just how far reaching the
changes will be, and much of the assumption has been that “IT will deal with it.” Health and
Safety is a business area that the new regulation will have a significant
impact on, but that has been largely overlooked by the
resources available online for understanding the new
GDPR and its mandates – awareness is lacking, with
three quarters of organisations expecting to
struggle to be compliant by May 25th.
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GDPR and Health and Safety
As with Health and Safety rules, there is a level of understanding and responsibility required
by all staff to ensure GDPR compliance is achieved. If you are audited in the future, when a
staff member is asked about GDPR you want to avoid the “yeah, I think I heard about that”
responses. GDPR requires more than lip service and should not be brushed off as needless
bureaucracy. If you are not compliant ‘or working hard towards compliance’, those
responsible will be in proverbial ‘hot water’ regardless of an organisation’s size – now would
be a good time to invest in GDPR training courses for nominated employees.
Surprisingly, however, there are limited resources for Health and Safety personnel to
understand the regulation in the specific context of the practice. As described by UK Health
and Safety law specialist David Hennessy, Partner & Solicitor Advocate at Keoghs LLP,
awareness of the extent that the changes will impact Health and Safety is somewhat lacking.

“As far as I’m aware, this is the only paper which looks to address
the implications of GDPR from the perspective of health and safety
managers. The irony is that the likely impact of the GDPR has been
compared to the Health and Safety at Work Act 1974, and those
working in that area will understand the sea change that followed
leading to the regulatory regime in which we now operate. Like
health and safety, data and cyber security are now priority
boardroom issues for business. I commend this paper to those
involved in health and safety and to business seeking to implement
their GDPR strategy now to avoid the costly risk of noncompliance.”
- David Hennessy, Partner, Keoghs LLP
This article (though not exhaustive) will assist your organisation from a Health and Safety
department’s perspective to consider the requirements of GDPR compliance. You will then

be better equipped to plan for compliance in health and safety management, and to help
others within the organisation understand the changes.
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DPOs, Controllers and Processors
If your organisation is a public authority or processes large amounts of special categories of
personal data (for example, health records) then it will be required to appoint a Data
Protection Officer (DPO) who will be responsible for ensuring the company is compliant.
Now, given the nature of Health and Safety, as a Health and Safety (HS) professional you
may be seen by your business as a ‘Data Controller’ or a ‘Data Processor’ by proxy.

Therefore, you should be aware of how the new legislation will affect you (both of the
aforementioned roles come with legal responsibilities). Along with being aware of the
changes, Pro-Sapien recommends that EHS leaders should:
1. Understand and document the current data processes and demonstrate they meet
compliance requirements.
2. Document what personal data the department holds.
3. Assess the security of personal data stored, sensitive personal data in particular.
4. Document where personal data is shared with 3rd party organisations.
5. Review and define justifications for holding personal data.
6. Categorise the risk level associated with personal data held.
7. Commit to personal data retention policies.

Who is a Data
8. Controller or Processor?
9. decides:
A Data Controller
10.

A Data Processor can decide:
•

What IT systems to use to collect personal data

•

How to store the personal data

11.

•

The details of security surrounding the data

12.

•

The means used to transfer the data from one

•

To collect personal data in the first place

•

Which items of personal data to collect

•

The purpose the data are to be used for

•

Which individuals to collect data about

•

Whether to disclose the data, and if so, who to

•

Whether subject access rights apply

•

How long to retain the data or whether to make

13.

organisation to another

14.

•

The means used to retrieve personal data

15.

•

The method for ensuring a retention schedule is adhered
to

16.

non-routine amendments to the data.
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Personal Information stored in Health and Safety systems
The GDPR legislation provides various definitions to assist organisations to comply, including
guidance on what is considered personal data. Needless to say, HS procedures and systems
capture and process personal data. For the avoidance of doubt, these three definitions as
outlined in the legislation are worth evaluating:
•

'personal data' means any information relating to an identified or identifiable natural
person ('data subject'); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person;

•

'data concerning health' means personal data related to the physical or mental health
of a natural person, including the provision of health care services, which reveal
information about his or her health status;

•

'processing' means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction;

The implications of the above are far reaching as the legislation covers everything from
unstructured information potentially stored within email accounts to HS specific software

that manages many or all of the processes under responsibility of the Health and Safety or
HSE department.

Categorisation of information
The categorisation of information is to safeguard sensitive data. For example, data such as
health records have a higher risk to an individual’s rights and freedoms than a list of email
addresses and business titles, therefore should be treated differently from a security
perspective. Health and Safety leaders should consider the data they hold and categorise
that data so that appropriate policies can be created and adhered to.
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Particular attention should be paid to occupational health, witness statements and incident
management information related to an injured party, in light of the following excerpt from
the legislation:
Personal data concerning health should include all data pertaining to the health status
of a data subject which reveal information relating to the past, current or future
physical or mental health status of the data subject. This includes information about
the natural person collected in the course of the registration for, or the provision of,
health care services as referred to in Directive 2011/24/EU of the European
Parliament and of the Council to that natural person; a number, symbol or particular
assigned to a natural person to uniquely identify the natural person for health
purposes; information derived from the testing or examination of a body part or bodily
substance, including from genetic data and biological samples; and any information
on, for example, a disease, disability, disease risk, medical history, clinical treatment
or the physiological or biomedical state of the data subject independent of its source,
for example from a physician or other health professional, a hospital, a medical device
or an in vitro diagnostic test.
Action: Speak to your Data Protection Officer if your organisation has one
regarding data categorisation. They will likely have started this process already.
If you do not have a Data Protection Officer (your IT department may also be able
to assist) within your business we recommend the following:
1. Categorise your EHS data. This can be as straight forward as four levels of
security such as:
Public

Private

Restricted

Special Data

Different levels of security and access can be applied based on the level of risk
associated with an unintended or malicious disclosure, alteration or destruction of
that data.
2. If there appears to be a lack of awareness within the organisation, we would
recommend this ICO article be distributed to the leadership team by way of
introduction.
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Measures for Health and Safety personal data security
For the purposes of this document, we will assume that the IT department will manage
appropriate policies around the storage, security and lifecycle of email and email accounts.
Current best practice should already be in place, or quickly rectified if not, including:
•

Password management policies enforced on all hardware and external data drives

•

Bit locker encryption on all laptops and hard drives

•

Personal data content deleted from emails and stored in security access restricted
applications.

In the additional context of Health and Safety, consideration should be given to specific
policies relating to the transfer of sensitive information such as witness statements and
employee health data. This information should be stored with the appropriate level of

security, back up and encryption, with ‘need to know’ security access only.
It is not just you or the EHS department or IT that must be aware of data protection
measures. GDPR guidelines discuss the need for personnel to understand the policies.
Similar to Health and Safety, where better awareness and a strong culture of compliance is
pivotal, making sure personnel understand the GDPR policies is very important.
Action: Check your existing security clearances within your Health and Safety/EHS
system to make sure personal data is secure, and amend where necessary. Make
your policies known to all members of staff, perhaps through publishing an
announcement on the company intranet or including it as mandatory
training/reading.

Current data protection statement from the ICO 2 (25th April 2017)
1F

If you handle and store information about identifiable, living
people – for example, about patients – you are legally obliged
to protect that information.
Under the Data Protection Act, you must only collect
information that you need for a specific purpose; keep it
2

The UK’s independent authority set up to uphold information rights in the public interest, promoting openness by public
bodies and data privacy for individuals.
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secure; ensure it is relevant and up to date; only hold as much as you need, and only for as
long as you need it; and allow the subject of the information to see it on request.
The new legislation takes things much further. Recital 78 states:

In order to demonstrate compliance with this Regulation, the controller should adopt
internal policies and implement measures which meet in particular the principles of
data protection by design and data protection by default. Such measures could consist,

inter alia, of minimising the processing of personal data, pseudonymising personal data
as soon as possible, transparency with regard to the functions and processing of personal
data, enabling the data subject to monitor the data processing, enabling the controller to
create and improve security features.
Furthermore, the Recital goes on to state that when developing or selecting applications –
(such as EHS software systems) – due regard must be given to data protection obligations of
data processors.
When developing, designing, selecting and using applications, services and products that
are based on the processing of personal data or process personal data to fulfil their task,
producers of the products, services and applications should be encouraged to take into
account the right to data protection when developing and designing such products,
services and applications and, with due regard to the state of the art, to make sure that
controllers and processors are able to fulfil their data protection obligations.
If the current process for handling and securing sensitive data is difficult to define, you may
well need a new process or system that is just better by design – particularly when
considering that a clear allocation of responsibilities for data controllers and processors is
required under the new regulation, as enclosed in Recital 78.
Action: Assess your existing data protection policy against the suggestions in
Recital 78. Taking measures to adhere to the examples mentioned will put you on
the path to best practice with a robust and up to date policy. Now could be a
good time to replace ageing or a mismatch of software that is used to manage
your EHS processes.
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Data output in a table format
Under current DPA legislation, staff have rights to see their personal information. They can

make a subject access request to see the personal information you hold about them.
As well as putting the data subject in control, the new legislation also enables the porting of
data easier. This means that information requested by the data subject should be provided
in machine readable format – in other words, within a ‘table format’, something with column
headers and rows, like an Excel spreadsheet.
Again, this might make providing this information difficult in a very manual based system and
it would certainly be worth asking existing or prospective software vendors if personal data
can be easily exported to Excel upon request from their software.
Action: Ensure all data collected by the Health and Safety department can be
formatted/exported into a table format such as an Excel spreadsheet, i.e. a
machine-readable format, to comply with subject access requests.

At the point of publishing,
there is no UK organisation
that has been given the right
to certify that a software
solution (be that EHS software
or any other) is certified ‘GDPR
compliant’ on behalf of the
ICO, the UK’s governing body
(each state has its own
governing body).
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Sharing of personal data
Personal data may also be shared with 3rd parties. For the Health and Safety team, this might
be insurance companies, legal, or training providers – in the context of this regulation, these
will be known as Data Processors. In such cases, under Recital 81, it is the responsibility of
the Data Controller to:
…ensure compliance with the requirements of this Regulation in respect of the
processing to be carried out by the processor on behalf of the controller, when
entrusting a processor with processing activities, the controller should use only
processors providing sufficient guarantees, in particular in terms of expert

knowledge, reliability and resources, to implement technical and organisational
measures which will meet the requirements of this Regulation, including for the
security of processing. The adherence of the processor to an approved code of conduct
or an approved certification mechanism may be used as an element to demonstrate
compliance with the obligations of the controller. The carrying-out of processing by
a processor should be governed by a contract or other legal act under Union or
Member State law, binding the processor to the controller, setting out the subjectmatter and duration of the processing, the nature and purposes of the processing, the
type of personal data and categories of data subjects, taking into account the specific
tasks and responsibilities of the processor in the context of the processing to be carried
out and the risk to the rights and freedoms of the data subject. The controller and
processor may choose to use an individual contract or standard contractual Recitals
which are adopted either directly by the Commission or by a supervisory authority in
accordance with the consistency mechanism and then adopted by the Commission.
After the completion of the processing on behalf of the controller, the processor
should, at the choice of the controller, return or delete the personal data, unless
there is a requirement to store the personal data under Union or Member State law
to which the processor is subject.
Action: Who shares personal data with you, or vice versa? Consider your
organisation’s contractors and their staff, who may have been subject to Permit
to Work or Accreditation processes within the Health and Safety remit, and either
locate or create your approved code of conduct for Data Processors.
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Data collection and minimisation
Collection of Personal Data
Where possible, the amount of personal data collected should be minimised. This may have
ramifications where standard Health and Safety forms capture a variety of personal
information which may or may not be relevant to the purpose of processing that data and
similarly may or may not be relevant to those people who have security permissions to see
personal data.
For example, if an incident form is used to collect data on an accident involving a member of
staff, it is standard best practice to control the subset of information that relates to the
individual involved. This information is then controlled by a strict 'need to know' basis where
generally only named HR individuals can view that data.
Action: Using electronic forms for incident reporting that only show questions
based on the answers will assist in only capturing relevant personal data.

Data Minimisation for Archived Data
A major change that will likely impact many organisations is Recital 156. With increased
storage and processing power, for the digital economy there has been a rush to gather and
mine data on individuals to better target customers and to analyse trends. It is perhaps not
surprising that the new GDPR addresses some of the concerns about organisations using an
individual’s ever increasing digital footprint. The impact for all businesses including EHS
departments is that data associated with an identifiable individual has to be stored for
specific purposes, for a set amount of time and must only include relevant information.
According to Article 5 which details the principals relating to the processing of personal data,
those safeguards should include the following.
Personal data shall be:
(a) processed lawfully, fairly and in a transparent manner in relation to the data
subject ('lawfulness, fairness and transparency');
(b) collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
Pro-Sapien
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purposes shall, in accordance with Article 89(1), not be considered to be incompatible
with the initial purposes ('purpose limitation');
(c) adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed ('data minimisation');
(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes
for which they are processed, are erased or rectified without delay ('accuracy');
(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89(1) subject to implementation of
the appropriate technical and organisational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject ('storage limitation');
(f) processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures ('integrity and confidentiality').
Action: Someone within the EHS team will very likely be a data controller and
therefore we recommend that a formal review is carried out to ensure personal
data captured within the processes carried out by or on behalf of the EHS
department meet points (a to f) above.
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Retention of records
Many EHS Departments are responsible for collecting and managing Occupational Health
records. By its very nature, and in fact through HSE legislation, these records need to be
maintained for a minimum of 40 years or more (Figure 1). There are, as you will be aware,
specific requirements under the Control of Asbestos at Work Regulations 1987 and the
Control of Substances Hazardous to Health Regulations 1988.

Figure 1 The Health and Safety Executive webpage detailing Health Surveillance Record Keeping requirements

An important part of Article 5 is the guideline for the length of time that data should be
retained for (storage limitations). Article 5(1)(e) isn’t materially different to what was
expected under the Data Protection Directive, but organisations should see this as an
opportunity to update their data retention policies. Without determining a specific time limit
Article 5(1)(e) states that “personal data shall be … kept in a form which permits identification
of data subjects for no longer than is necessary for the purposes for which the personal data
are processed.”
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When discussing the binding of corporate rules, Article 47(2)(d) of the legislation outlines
that corporate policy should specify the following.
1.
2.
3.
4.
5.
6.

Limited storage periods; in addition to
Purpose limitation
Data minimization
Data quality
Legal basis for processing
Data protection by design and default

7. Processing of special categories of personal data
8. Measures to ensure data security
9. Requirements in respect of onward transfers to bodies not bound by the binding
corporate rules
Action: Speak to your DPO about the organisation’s existing policies under the
Data Protection Directive. It is likely you already have policies around data
retention, which should be reviewed in the context of both Article 5(1)(e) and local
occupational health and safety regulator guidelines. Are your policies clear? In
addition to the limit on storage periods, do they include information on the
succeeding points 2-9?

Data deletion
The main aim of GDPR is to give data subjects (i.e. people) more rights around knowing what
data a company or organisation holds on their personal profile. This includes data subjects
now having increased power to request that their personal data is deleted. As discussed, the
Health and Safety At Work Act 1974 requires organisations to retain health records for a
minimum of 40 years. This would be an instance covered by Article 17(3)(e) where the rights
to erasure do not apply:
The data subject shall have the right to obtain from the controller the erasure of
personal data concerning him or her without undue delay and the controller shall have
the obligation to erase personal data without undue delay where one of the following
grounds applies: […]
e) for the establishment, exercise or defence of legal claims.
Pro-Sapien
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Personal Data going outside the European Union
For the uninformed, it would be easy to make assumptions about how this legislation affects
organisations working outside the European Union and the legality of storing or using
personal data outside the EU. The purpose is to ensure the rights of EU individuals, therefore
as long as those rights are assured, personal data can be stored and processed outside the
EU.
A rule of thumb could be that if the data relates to EU citizens, then the GDPR legislation
applies regardless of whether the business is based outside the EU.

This will indeed affect many multi-national organisations where they
employ or do business with EU citizens. From a Health and Safety
perspective, particular attention needs to be paid to EU based
employees and where their data is stored. Countries that are not
deemed to ensure the rights of personal data require additional
assurances that appropriate security is in place.
It could be down to you to ensure that when using electronic
forms for incident reporting, form logic only shows questions
based on the answers provided by the user to ensure only
relevant personal data is captured.

It is mandatory at organisational level that the appropriate measures
are taken to ensure compliance.

For example, if a multi-national

business head quartered in the United States has manufacturing plants in the
UK, Netherlands and Germany, EU personal data such as incident injury and occupational
health data may be stored in a global EHS software system based in a US data center. In this
scenario, the EU GDPR legislation still applies to EU based citizens’ information stored within
that system. Based on Recital 101, we assume that the responsibility lies with the DPO or
controller at a national level for the data stored.
Action: Consider whether your organisation holds personal data on individuals in
the European Union – that could be employees, contractors or clients. Regardless
of this, it is likely that other jurisdictions will follow suit in coming years to tighten
data protection laws, so adhering to the GDPR guidelines will assist in bringing
your company up to pace on the more stringent route legislators are taking.
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In summary
GDPR will affect many processes within a business and has far reaching implications about
the data we capture and how it is used. For many organisations and HSE departments, it will
require considerable change in current processes to become compliant. Based on comments
on the ICO website data controllers and processors will have a lot of responsibility going
forward:
If you are a processor, the GDPR places specific legal obligations on you; for example,
you are required to maintain records of personal data and processing activities. You
will have significantly more legal liability if you are responsible for a breach. These
obligations for processors are a new requirement under the GDPR. However, if you
are a controller, you are not relieved of your obligations where a processor is
involved – the GDPR places further obligations on you to ensure your contracts with
processors comply with the GDPR.

It would be rare for a Health and Safety professional to empathise with leadership that
flagrantly ignored HSE or OSHA legislation. Similarly, those in charge of data will see GDPR
legislation raising the profile and the bar for best practice regarding personal data security.
However, we’re not quite there yet – many organisations appear to be unaware of the impact
of GDPR and are sleepwalking towards the enforcement date.

Opportunities presented by GDPR
Having reviewed the 260 page GDPR legislation, the opportunity for HSE leaders is to reevaluate and document departmental processes. Much of what is expected under the new

legislation is best practice.
For those organisations that have a strong culture of regulation, there will still be work to do,
even if it is amending existing policy and some procedures. For those who don’t have that
culture, it’s the perfect opportunity to invest in policy development, tools and applications
to ensure best practice and compliance.

“The ICO will act proportionally when the new legislation comes in
– we will be reasonable with organisations that are working hard to
meet the new rules.”
- Simon Entwisle, Deputy Commissioner, ICO

Useful Links
ICO overview of the GDPR: https://ico.org.uk/for-organisations/data-protection-

reform/overview-of-the-gdpr
GDPR in full: https://gdpr-info.eu/

Further Recitals for Consideration
Headings marked with * indicate that this is an unofficial description.

SECTION 1 GENERAL OBLIGATIONS
Recital 101 – General principles for international data transfers*
Flows of personal data to and from countries outside the Union and international
organisations are necessary for the expansion of international trade and international
cooperation. The increase in such flows has raised new challenges and concerns with regard
to the protection of personal data. However, when personal data are transferred from the
Union to controllers, processors or other recipients in third countries or to international
organisations, the level of protection of natural persons ensured in the Union by this
Regulation should not be undermined, including in cases of onward transfers of personal data
from the third country or international organisation to controllers, processors in the same or
another third country or international organisation. In any event, transfers to third countries
and international organisations may only be carried out in full compliance with this
Regulation. A transfer could take place only if, subject to the other provisions of this
Regulation, the conditions laid down in the provisions of this Regulation relating to the
transfer of personal data to third countries or international organisations are complied with
by the controller or processor.
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Chapter 5 Transfers Of Personal Data To Third Countries Or International Organisations
Any transfer of personal data which are undergoing processing or are intended for processing
after transfer to a third country or to an international organisation shall take place only if,
subject to the other provisions of this Regulation, the conditions laid down in this Chapter are
complied with by the controller and processor, including for onward transfers of personal data
from the third country or an international organisation to another third country or to another
international organisation. All provisions in this Chapter shall be applied in order to ensure
that the level of protection of natural persons guaranteed by this Regulation is not
undermined.
A transfer of personal data to a third country or an international organisation may take place
where the Commission has decided that the third country, a territory or one or more specified
sectors within that third country, or the international organisation in question ensures an
adequate level of protection. Such a transfer shall not require any specific authorization

Recital 146 – Indemnity and compensation*
The controller or processor should compensate any damage which a person may suffer as a
result of processing that infringes this Regulation. The controller or processor should be
exempt from liability if it proves that it is not in any way responsible for the damage. The
concept of damage should be broadly interpreted in the light of the case-law of the Court of
Justice in a manner which fully reflects the objectives of this Regulation. This is without
prejudice to any claims for damage deriving from the violation of other rules in Union or
Member State law. Processing that infringes this Regulation also includes processing that
infringes delegated and implementing acts adopted in accordance with this Regulation and
Member State law specifying rules of this Regulation. Data subjects should receive full and
effective compensation for the damage they have suffered. Where controllers or processors
are involved in the same processing, each controller or processor should be held liable for the
entire damage. However, where they are joined to the same judicial proceedings, in
accordance with Member State law, compensation may be apportioned according to the
responsibility of each controller or processor for the damage caused by the processing,
provided that full and effective compensation of the data subject who suffered the damage
is ensured. Any controller or processor which has paid full compensation may subsequently
institute recourse proceedings against other controllers or processors involved in the same
processing.
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Article 15 Right of access by the data subject
1. The data subject shall have the right to obtain from the controller confirmation as to
whether or not personal data concerning him or her are being processed, and where that is
the case, access to the personal data and the following information:
(a) the purposes of the processing;
(b) the categories of personal data concerned;
(c) the recipients or categories of recipient to whom the personal data have been or
will be disclosed, in particular recipients in third countries or international
organisations;
(d) where possible, the envisaged period for which the personal data will be stored,
or, if not possible, the criteria used to determine that period;
(e) the existence of the right to request from the controller rectification or erasure of
personal data or restriction of processing of personal data concerning the data subject
or to object to such processing;
(f) the right to lodge a complaint with a supervisory authority;
(g) where the personal data are not collected from the data subject, any available
information as to their source;
(h) the existence of automated decision-making, including profiling, referred to in
Article 22(1) and (4) and, at least in those cases, meaningful information about the
logic involved, as well as the significance and the envisaged consequences of such
processing for the data subject.
2. Where personal data are transferred to a third country or to an international organisation,
the data subject shall have the right to be informed of the appropriate safeguards pursuant
to Article 46 relating to the transfer.
3. The controller shall provide a copy of the personal data undergoing processing. For any
further copies requested by the data subject, the controller may charge a reasonable fee
based on administrative costs. Where the data subject makes the request by electronic
means, and unless otherwise requested by the data subject, the information shall be provided
in a commonly used electronic form.
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4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights
and freedoms of others.

Article 6 Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following applies:
(a) the data subject has given consent to the processing of his or her personal data for
one or more specific purposes;
(b) processing is necessary for the performance of a contract to which the data subject
is party or in order to take steps at the request of the data subject prior to entering
into a contract;
(c) processing is necessary for compliance with a legal obligation to which the
controller is subject;
(d) processing is necessary in order to protect the vital interests of the data subject or
of another natural person;
(e) processing is necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller;
(f) processing is necessary for the purposes of the legitimate interests pursued by the
controller or by a third party, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject which require
protection of personal data, in particular where the data subject is a child.
Point (f) of the first subparagraph shall not apply to processing carried out by public
authorities in the performance of their tasks
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SECTION 2 SECURITY OF PERSONAL DATA
Article 32 Security of processing
1. Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, the controller and the processor shall implement
appropriate technical and organisational measures to ensure a level of security appropriate
to the risk, including inter alia as appropriate:
(a) the pseudonymisation and encryption of personal data;
(b) the ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services;
(c) the ability to restore the availability and access to personal data in a timely manner
in the event of a physical or technical incident;
(d) a process for regularly testing, assessing and evaluating the effectiveness of
technical and organisational measures for ensuring the security of the processing.
2. In assessing the appropriate level of security account shall be taken in particular of the risks
that are presented by processing, in particular from accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to personal data transmitted, stored or
otherwise processed.
3. Adherence to an approved code of conduct as referred to in Article 40 or an approved
certification mechanism as referred to in Article 42 may be used as an element by which to
demonstrate compliance with the requirements set out in paragraph 1 of this Article.
4. The controller and processor shall take steps to ensure that any natural person acting under
the authority of the controller or the processor who has access to personal data does not
process them except on instructions from the controller, unless he or she is required to do so
by Union or Member State law.
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GDPR and Health & Safety: A Guide for HSE Professionals
DISCLAIMER: The purpose of this paper is to raise awareness of the issues surrounding GDPR
and provide assistance to those seeking information regarding compliance. Its author is not a
legal professional and the paper should not be construed as providing professional advice.
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